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RESILIENCE
Our Team.
Their Performance.
Your Service.

Business Description
Georgia System Operations Corporation, or GSOC, is a tax-exempt system operations company. Our MemberOwners are 38 of Georgia’s distribution electric membership corporations (EMCs), Oglethorpe Power Corporation
(OPC) and Georgia Transmission Corporation (GTC). GSOC is one of four companies — along with OPC, GTC, and
Smarr EMC — that this group of EMCs (the distribution Members) formed to provide and deliver wholesale electric
services to them.
GSOC was formed in 1997 when OPC spun off its transmission and system operations business units to form
GTC and GSOC, respectively, although GSOC, in effect, has been managing system operations since 1990.
GSOC delivers safe, reliable, and economic power by controlling and monitoring electric generation, transmission,
and distribution assets owned by OPC, GTC, Smarr EMC, the Members, and their power supply partners. Operating
within the Southeastern reliability subregion of the SERC Reliability Corporation (SERC), GSOC complies with all
applicable North American Electric Reliability Corporation (NERC) reliability standards. GSOC also manages the
critical infrastructure protection (CIP) program for GTC and itself.

At GSOC, we:
• Enable our Members to leverage their
resources and contracts by providing a range
of operations services that allow them to
transact, optimize, and account for their
business in the wholesale energy market.

• Schedule and monitor individual hourly
transactions.

•C
 oordinate and implement reliability standards
in order to assure the operational stability and
performance of GTC and OPC grid interconnected assets.

• Capture the necessary data for billing.

• Dispatch and monitor generation assets.

• Prevent or mitigate system outages by
monitoring the substations from which GTC
and our distribution Members serve their

• Manage Members’ scheduling activities.

• Implement and maintain the technology,
including telecommunications, necessary to
operate the system.
• Ensure customer confidentiality by following
strict standards of conduct.

loads, responding promptly and effectively to
system anomalies, and proactively working to
identify and correct potential issues.
• Provide the support services of OPC, GTC,
and GSOC by furnishing shared services
functions that include accounts payable, audit,
board administration, campus services, communication, human resources, information
technology, payroll, records administration,
and training.

2020
Year in Review

MAINTAINING THE RESILIENCE OF THE STATEWIDE ELECTRIC
GRID IS CRITICAL IN OUR SUPPORT OF THE MEMBERS. GSOC’S
WORKFORCE AND OUR BUSINESS PRACTICES IN 2020 HELPED
SUSTAIN THAT RESILIENCE DURING AN UNPRECEDENTED YEAR.

RESILIENCE. OUR TEAM. THEIR PERFORMANCE. YOUR SERVICE.

Dear Members

Across the electric utility industry, we spend a good bit of time pondering on and
planning for what-if scenarios. In fact, much of our 2019 Annual Report focused on
GSOC’s response to the top risks identified by NERC. Do we have the capacity to
meet the demand? Can the transmission system weather the storms in our path? Is
our staff prepared in case of an emergency?
2020 was the realization of many of those scenarios. Across the nation and
the world, we shifted where we work and how we work because of the COVID-19
pandemic-driven quarantine. At GSOC, our workforce rose to the occasion, thanks
in part to years of business continuity planning and drills. We met the summer
demands on our second-highest-ever peak day and quickly responded to outages
from the many severe storms and hurricanes that hit our region. We integrated new
solar into our overall capacity mix, and we continued the buildout of our expanding
GTC–GSOC fiber network. We passed a virtual regulatory audit. It was definitely a
year to remember.
The resilience of our plans and our systems allowed GSOC to face these
obstacles and continue serving our Members and the statewide grid, as you’ll see
throughout the 2020 Annual Report.
It was an unprecedented year for the Family of Companies once we transitioned in mid-March to a work-from-home operation, where possible. Thanks to
our departments’ business continuity plans, on which they’re drilled annually, our
employees knew how to set up and work remotely from that first day in mid-March.
Processes were quickly reexamined and adjusted so we could continue supporting
the Members and the Family of Companies. Our employees were focused, working
long hours when necessary and in new environments, and did not let the challenge
of the pandemic slow down their support of the Members or the statewide grid.
Across GSOC, we weathered the actual and pandemic storms, keeping the lights
on across the state. In 2021, we will continue to concentrate on system reliability, to
focus on cybersecurity, and to remain compliant while managing costs and maintaining a skilled workforce.
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IN SUPPORT OF OUR MEMBERS
Throughout the pandemic, GSOC was aware of the important role our EMCs played
in their communities. There were significant job losses in these communities and
local economies struggled. In response, most EMCs delayed disconnections for
nonpayment of bills. This swift response helped many people survive. But it came
at a cost. Many of the EMCs’ members continued to catch up on their electric bills
throughout the year, and many of the EMCs have not fully received the funds
needed to run their businesses.
As you would expect, this resulted in lost revenue for the EMCs, which means
they had to tighten their financial belts even more. GSOC therefore tightened our
financial belts in support of the EMCs, instructing our employees to question every
expenditure and to look at how they could save money and determine if a purchase
is essential. GSOC therefore ended the year under budget by $4 million on a consolidated basis.
A STRATEGY FOR RESILIENCE
Every year, our executive team reviews our strategic priorities to confirm GSOC
is on track to maintain and protect a reliable grid and determines what we need to
accomplish in the coming years to keep the system resilient. These strategies keep
us looking ahead to the challenges and opportunities in the industry, and helps
strengthen GSOC’s resilience.
One of the backbones of our strategy is to maintain leading-edge, cost-effective
technologies, such as our energy management system, to operate an ever-changing
electric grid. In addition, we seek to strengthen and grow our relationships with our
contractual partners here in Georgia to deliver safe and reliable power while adhering to the standards mandated by NERC. We’re working to offer IT solutions to our
Members and to leverage the fiber network.
Many of GSOC’s strategic priorities are covered in our recap of 2020. I’d like to
talk about two of those priorities: cybersecurity and our workforce.

“In 2020, we weathered actual and pandemic
storms, keeping the lights on across the state.”

ON ALERT WITH CYBERSECURITY
Like most organizations today, especially those in the energy sector, cybersecurity is
perhaps our greatest challenge — not only for our own organization, but also for OPC
and GTC, for whom we handle information technology. Each year, hackers become
more sophisticated in their methods and state-sponsored cyber terrorism becomes
more prevalent. For instance, the well-publicized SolarWinds supply chain attack, in
late 2020, sounded alarms in our industry that reverberated across the nation.
To mitigate our exposure, GSOC has continued our years-long employee cybersecurity education program and the use of sophisticated IT-based security methods.
This layered approach is designed to fend off the constant threat of ransomware,
Trojans and a variety of potentially damaging malware. While there are no guarantees that hackers can’t penetrate any company’s systems, we have teams working
24/7 to stay ahead of them while our employees remain vigilant in watching for
phishing and other nefarious attempts to access our system.
A RESILIENT WORKFORCE
Another significant priority is maintaining our workforce. As the electric utility
population ages, it’s imperative for us to train those on staff and to find the best candidates for open positions. The pandemic was a gut punch, at GSOC and across the
state. It slowed us down. But GSOC remained resilient and we persevered to achieve
in spite of it.
Recruiting candidates in the middle of a socially distanced pandemic to fill
critical positions seemed difficult at first as our team couldn’t conduct face-to-face
interviews. But our human resources group and hiring managers discovered how to
search for the best candidates, using their ingenuity to figure out how to best interview these candidates via teleconferencing platforms and bring them on board. We
were able to fill those critical positions.
For our employees, we continue to develop them via our training programs.
Our in-person training courses were canceled due to the pandemic. However, that

didn’t stop the desire or need for training and
development. Our training group quickly revamped
many of its courses for teleconferencing platforms
and developed elearning modules for others.
This unusual year showed we have the strong,
resilient team needed to support our Members and
the statewide grid. Their flexibility and focus helped
us have another strong year at Georgia System
Operations Corporation.
Whether it’s sunny or stormy, whether
we’re working from the Tucker
campus, from our backup
facility, or in our home offices,
GSOC is here to serve the
Members and keep the lights
on across Georgia.

Gregory S. Ford
President & CEO

Georgia System Operations Corporation
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The Pandemic
“Close coordination among OPC, GTC, and GSOC
throughout the pandemic and the execution of our
business continuity plans helped us maintain a sense
of normality while working remotely. Our focus and
communications helped keep GSOC productive and
resilient throughout this challenging time.”
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RESILIENCE. THE PANDEMIC.

Tina James
Vice President,
Shared Services Administration
Homer Gentry
Director, Human Resources

The Pandemic

The strength of GSOC’s resiliency was put to the test when, on March 12, the
governor’s office declared a state of emergency due to the COVID-19 pandemic and
we began executing a plan to safeguard our Control Center staff to continue 24x7
operations. Within days, GSOC quickly shifted most of our workforce to working
remotely. Such a sudden shift in work style and lifestyle can be jarring, but GSOC
maintained a compliant operational environment throughout 2020, continuing to
meet the needs of our Members and the statewide electric grid.
BUSINESS CONTINUITY
GSOC was able to quickly pivot to working remotely due to our business continuity
drills, which are conducted on annual basis. This is not to say that it didn’t come
with a learning curve as we figured out home offices, the nuances of web-based
meetings, and balancing our work and personal lives at home. Our associates
quickly examined current processes and adjusted them to ensure work continued
even though they were not working on the Tucker campus.
GSOC’s Control Center operators are well-versed in their business continuity
plans. Control Center staff respond to drills throughout the year on contingencies
and transitioning from our primary center to our backup center. This was no drill,
however, and while many transitioned to work from home at the height of uncertainty
about the risks of COVID, our operating staff continued critical operations. At the
beginning of the pandemic, day shifts and night shifts worked in different locations to
lessen the chance of cross-contamination. As some employees returned to the Tucker
campus in late spring, operations shifted full-time to the Lawrenceville facility,
continuing to follow a strict protocol and practicing social distancing. Today, we are
using both Control Centers to optimize work efficiencies while still emphasizing the
safety of our critical infrastructure employees.
As GSOC worked — and continues to work — in this distributed environment,
communication and coordination proved critical. We’ve remained in close contact
with one another. GSOC held board meetings, companywide employee meetings
and department meetings via teleconferencing.

HEALTH CRISIS TEAM
GSOC’s response plan also benefited from the leadership of the Family of Companies’
Health Crisis Team. Spearheaded by GSOC’s Shared Services group and including
representatives from OPC, GTC, and GSOC, this team made sure all employees were
informed about the pandemic and that they had the resources needed to continue
working. The collaboration proved successful throughout our resilient quarantine.
The team educated Family of Companies employees about the CDC’s guidelines on
the COVID-19 virus as early as February 2020, which helped us avoid a large number of cases among our employees.
The team’s support extends beyond pandemic education. It supported employees
by researching and offering a variety of pandemic resources — from health care and
financial, to mental health and stress. Human Resources members dissected legislation such as the CARES Act to share and implement important information across
the Family of Companies.
As part of its duties, the Health Crisis Team developed and distributed how-to
documents for working remotely using the available platforms and programs. The
team kept abreast of cybersecurity scams and concerns through weekly communications, which ramped up considerably along with the pandemic.
The human resources team played a significant role in how GSOC handled the
pandemic. The group closely monitored the pandemic, advising management on
how to handle COVID-19 cases among employees.
GSOC’s employees proved to be focused, resilient and ready for every challenge.
Our support of the Members never wavered.

Georgia System Operations Corporation

5

RESILIENCE. THE FIBER NETWORK.
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By the end of 2020, 299
of GTC’s 761 substations
were connected to the fiber
network. These connections
improve reliability and help in
responding to complications
caused by severe weather.

Ryan Taylor, Supervisor,
Network Engineering

The Fiber Network

It’s hard to maintain a resilient system without a dependable communication network.
The fiber network, which was designed and implemented internally by a team of GSOC
and GTC employees, brought that resiliency to the system and across the state.
How does the fiber network benefit our Members? First, we now have a secure
backbone that connects the Family of Companies with our EMCs. The increased
bandwidth, coupled with high-speed data connections, powers the entire network to
better run the complex operational applications we need to supply electricity across
the state.
GSOC’s Network Engineering Department, the Network Operations Center
and our GTC partners celebrated a significant network milestone in August, as the
last of the EMCs’ headquarters was connected to the fiber network. All 38 EMC
headquarters are now connected.
Many GTC substations are now joining the fiber network. By the end of 2020,
299 of GTC’s 761 substations were connected to the network. The connections to the
substations are important for daily operations, as well as in responding to complications due to severe weather.
Investing in the resilience that the fiber network gives over that of a standard
service provider’s network is key. This reliability is critical, regardless of external
conditions. GSOC and GTC are focusing on expanding that resilience by adding
redundant fiber routes to the network.
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BENEFITING THE MEMBERS
The fiber network offers the Members many advantages. Leveraging this network,
an EMC can obtain internet access and other network services at a lower cost, as
well as connect to other EMC offices. GSOC is currently serving as the internet
service provider for 29 of those EMCs — often at faster internet speeds than they
can get economically, especially in rural areas. Other Members are using the fiber
network to obtain their own internet service at wholesale rates.
This network is also opening up broadband possibilities for our Members, particularly in rural areas.
The fiber network vastly improves the reliability of the grid by quickly and efficiently transmitting necessary operational data and communications over a strong
redundant network. That’s why connecting the EMCs and substations is important:
It’s more reliable than what commercial service providers can offer.
SERVING THE MEMBERS
Technology has evolved rapidly over the last decade. It would have been harder to
work from home in 2010 than it was throughout 2020 because the technology just
wasn’t there. Now it’s as simple as logging in securely to your company’s network via
VPN and working online as if you were in the office.
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The Fiber Network
“A strong fiber network means a stronger communication
network, which means a stronger electric grid. It strengthens
the reliability of the grid. That’s why connecting the EMCs and
substations is important: It’s more reliable and resilient than
what commercial service providers can offer.”

Georgia System Operations Corporation
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“The IT-related services we’re offering the EMCs are comparable and less
expensive to similar commercial services. These services can save an EMC
money over any third-party provider. And the services we provide over the
Bilal Sabusa, Director,
Technology & Operations

fiber network are more reliable and secure than commercial offerings.”

Another benefit of technological advances is the evolution of storage. A decade
ago, computer files and information were stored in large data centers, at a significant
cost to build out and maintain. But now it takes smaller virtual systems to store even
larger amounts of data.
The ease of developing applications for specific tasks has also changed how
we work. Your phone apps make life easier when it comes to banking, shopping,
watching shows, monitoring your physical and financial health, even playing games.
Apps for work-related tasks also add efficiency to your daily task list.
GSOC Shared Services IT can offer our Members data storage and applications
development, as well as colocation services, thanks, in part, to the statewide
fiber network.
The EMC services GSOC is offering are designed to be at or below the cost of
similar commercially available services. Since the services are provided over our
fiber network, they have the potential to be more reliable and secure than commercial offerings.
NETWORKING ACROSS GEORGIA
The fiber network also offers our Members potential opportunities for them to
offer broadband service to their members. The lack of internet connectivity in rural
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Georgia has long been a concern, but broadband service has become even more
critical amid the coronavirus pandemic, with many of our Members’ customers
working and schooling from home.
Georgia Network Operations Company, or GNOC, was established in 2017 to
facilitate the further expansion of the network and promote rural broadband and
other telecommunication opportunities created by the fiber network. GNOC works
with the GTC-GSOC team and third parties to expand the fiber network’s reach and
improve its resiliency.
In 2020, GNOC provided optical services to third parties in exchange for communication services in areas we weren’t able to reach to help the GTC-GSOC team
complete its goal of connecting all 38 of its Members on the statewide fiber network.
This robust fiber communications network helps GSOC and its Members operate a
secure and reliable electric grid.
Looking forward to 2021, GNOC is already exploring ways to support GSOC’s
Members in their broadband initiatives. As Members create broadband affiliates to
provide rural broadband, GNOC is working with those affiliates to provide high
bandwidth connections back to telecommunications hubs, as well as other services
that will make it easier and more economical to bridge the digital divide that currently separates rural and urban communities.

The System
“Spring storms left more than 90,000 EMC customers without
power, and the active hurricane season had several hurricanes
affect EMC territories. But we were staffed and ready to
restore power.”

Georgia System Operations Corporation
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RESILIENCE. THE SYSTEM.

Annual System Peak (MWh)
10,000

9,695 MWh

8,000
6,000
4,000
2,000
0

2017

John Quartermaine, Manager,
Transmission Operations

THE SYSTEM

10

2018

2019

2020

The summer peak of 9,695 MWh, reached on July 20, is the
second highest in our history, just 6 MWh below our all-time
peak of 9,701 MWh, set in August 2019.

The pandemic wasn’t the only threat GSOC faced. 2020 was a stormy, hot year for
Georgia and the system.

These outages were primarily attributed to substation component failures, transmission line component failures, and an increase in storm activity.

WEATHERING THE STORMS
Just a couple of weeks into working in pandemic mode, we stepped into a turbulent
April. Severe storms two weekends in a row left outages in several EMC territories.
Those storms resulted in more than 90,000 EMC customer outages.
We had an active hurricane season (30 named storms), with several affecting
EMCs and the Atlanta area. Hurricanes Laura, Sally and Zeta knocked out distribution
systems for several EMC territories, leaving many members without power for days.
Our Transmission Control Center staff battled those storms, staffing up and
working closely with GTC to get the power back on. GTC’s Disaster Response Plan
was activated twice in 2020, albeit remotely from the operations center for the first
time, during Easter weekend storms and Hurricane Zeta.
SAIDI, at 10.29 minutes for 2020, was higher than the previous four years, as
lengthier outages, especially during April, May and August, were experienced.

PEAKING DURING SUMMER DEMAND
The 2020 system peak — 9,695 MWh, reached on July 20 — is the second highest in
our history. That peak is just 6 MWh below our all-time peak of 9,701 MWh, which
was reached in August 2019. On that July 20 peak day, OPC accounted for more
than 60% of the energy supplied with its combined cycle units at 21%, nuclear at
17%, combustion turbines at 12%, coal providing 8%, and pumped storage hydro
at 2%.
For the most part, 2020 saw mild weather, though over the summer the state
had nearly 20 days that reached temperatures of 90°F or higher. Despite relatively
mild weather and the load impacts of the pandemic, the system had its fifth highest
Total Annual Energy Served, at 40,113,830 MWh.

Georgia System Operations Corporation
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We began 2020 with 230 MW of solar capacity and closed the
year with 435 MW, nearly doubling solar capacity in one year.

Monthly load trends continued on a gradual upward trend,
with a record 4,538,741 MWh in July 2020.

UPGRADING THE ENERGY MANAGEMENT SYSTEM
A reliable, secure and compliant energy management system strengthens the resilience of GSOC’s system operations, and thus the statewide grid. GSOC spent 2020
preparing for the energy management system (EMS) upgrade, scheduled to begin
in early 2021. The last EMS upgrade was completed in October 2016.
The EMS is core to GSOC’s mission by:
• Enabling us to operate a reliable system.
• Protecting against security threats.
• Maintaining compliance with all applicable regulatory standards.
• Supporting evolving operational requirements.
SOLAR CONTINUES TO GROW
Many projects slowed due to the pandemic, but solar projects continued. Solar
capacity nearly doubled during the year. We began 2020 with 230 MW of solar
capacity and closed the year with 435 MW. Solar generation will continue to grow,

with an estimated total of 810 MW of total solar capacity by the end of 2021 and up
to 1,100 MW by the end of 2022.
Green Power EMC’s new 74 MW unit in Terrell County came online for the
first time in early July. Toward the end of 2020, three solar units totaling 131 MW of
capacity were added to the system, bringing our 2020 total solar capacity to 435 MW.
COORDINATING NEW SOLAR
The key to managing a resilient system is to have the processes in place to ensure all
the moving parts are working together. With so many small solar generators being
brought online over the last several years, it was necessary to put a coordination
process in place.
GSOC’s Contracts & Business Analysis Department is serving as a point of
coordination for new solar to keep track of when a solar unit is going online,
determine which adjustments are needed for metering and calculations for losses,
and other information.

Georgia System Operations Corporation
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Melvin Burnside, Director,
Contracts & Business Analysis
Gary Jenkins, Director,
Power Delivery Engineering

The department created the Small Generation Implementation Team in 2013 to handle
small generators, often as small as 1 MW, coming online. Since 2019, those projects have grown
larger in size as we’ve moved toward solar generation, with some generation projects larger
than 100 MW.
Incorporating that generation into the mix of resources requires proactive coordination.
We needed an effective structure for OPC, GTC, and GSOC employees to collaborate and
implement these generation projects for the Members, and we had to ensure all team members
had the same information.
This team — which includes employees from OPC, GTC, and GSOC who are involved in
solar generation, interconnection, and system operations — meets regularly to review the solar
projects currently in progress. The team also works closely with Green Power EMC to coordinate
all projects it’s implementing for the Members.

coming onto the system across
Georgia. It’s therefore necessary that we have a point of
coordination so we can keep
track when a solar unit is going
online, which adjustments

Solar generation is folded into GSOC’s system in two ways:
• Real-time, ensuring operating staff is fully aware of actual moment-to-moment output;
its location within the state to account for weather patterns affecting output; and that its
configuration is modeled on the grid.

are needed for metering and

• Post-operational, ensuring that the solar facility’s output is properly allocated to the
Members based on their participation with these generators.

coordination is keeping every

There are many roles across the Family of Companies that support solar generation on the
system, and this coordination role helps ensure all parties know what is available and what will
soon come online.
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“Solar generation is quickly
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calculations for losses, and
other information. Part of our
party updated on the new solar
generation’s progress.”

Compliance

RESILIENCE. COMPLIANCE.

COMPLIANCE

Being compliant with NERC’s reliability standards is critical to GSOC’s resilience. We have
a strong corporate compliance program, and our compliance team works in numerous
areas to ensure we remain up to date on reliability standards as they’re rolled out.
BEING AUDITED, VIRTUALLY
In October, GSOC successfully completed our SERC Critical Infrastructure Protection,
or CIP, audit with the best possible result: No Findings. This result indicates that, after a
thorough review of our CIP process documentation and evidence regarding our execution
of those processes, auditors found no instance where GSOC was not in full compliance with
the applicable requirements.
The audit was conducted concurrently with GTC’s SERC audit, which also concluded
with No Findings. It was SERC’s first joint audit of GTC’s and GSOC’s CIP program, which
GSOC has been supporting and managing since 2017. SERC’s consolidated CIP audit engagement looked like a single integrated audit, but, formally, it was two separate audits.
Every three years since 2008, GSOC has participated in audits by SERC to ensure we’re
correctly following NERC reliability standards. The Bulk Electric System, or BES, audits
have been conducted since 2008; GSOC’s first CIP audit was conducted in 2011. These
audits take months to prepare and submit the required documentation, followed by a weeklong visit by SERC auditors.

Christina Bigelow,
Director, Compliance

Georgia System Operations Corporation
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“These regulatory standards have, in some ways, made operating the system
more complicated in regards to the massive amount of documentation that
must be maintained and the training our operators must complete. But these

#CyberSafe
†Increasing Your Security Awareness

Q2 2019

Supply Chain Risks Explored

standards have also made our operations stronger and more resilient and the
statewide grid more secure.”

Assessing risk is a key to
ensuring product integrity

Risk

Today’s electric utility landscape is complex and
multifaceted — far more intricate than even just a
decade ago. One of the layers buried far beneath
the surface, but critically important, is the supply
chain – a network between an organization and
its suppliers to produce and distribute a specific
product. Composed of different activities, people,
entities, information and resources, the supply chain
encompasses steps required to get the product
or service from its original state to delivery. Supply
chains are developed so companies can reduce
their costs and remain competitive.
Utilities procure a variety of products, services,
and technologies – many of them unique to the
industry, such as the Energy Management System,
or EMS. And while an optimized supply chain is
designed to lower costs and speed turnaround, one
of the most critical aspects of supply chain management involves assessing risk to ensure product
integrity. This crucial step enable us to ensure
reliability of the bulk electric system.
Cyber security risks related to supply chain have
been in the spotlight recently. US intelligence
agencies have issued numerous warnings,
including these:

Example(s)

Demand

Unpredictable or misunderstood customer demand

Supply

Disruption to the flow of production or delivery

Services

Inadequate oversight or management of services provided by third-parties

Business

Supplier financial or management stability

Environmental

Global economic, social, governmental, climate conditions or terrorism

Sources

Market power or monopolies on production of specific technologies

Cyber Security

• Software: Embedded malware or other factors that compromise software
or security patch integrity and authenticity
Hardware: Tampering or other physical alteration of devices
Services: Third-parties that misuse or mishandle credentials, information
or equipment

Among the risks supply chain management is designed to address are those described above.

Among other things, the attackers leveraged
supply chain weaknesses by gathering ICS
system access credentials from vendors and
trusted third-party service providers.
• In October 2017, NERC issued a Supply Chain
Security Risk Alert concerning use of Kaspersky
anti-virus software in the electric utility sector.
NERC advised caution in use of any products
derived from Kaspersky Lab following the directive from DHS to remove Kaspersky products
from all government systems.

• In May 2019, the U.S. Department of Homeland
Security (DHS) distributed an alert on how
unmanned aerial vehicles (UAVs), or drones,
posed multiple threats, including significant
information security risk.
• In March 2019, the Electric Information Sharing
and Analysis Center (E-ISAC) issued an AllPoints Bulletin alerting members to supply chain
risks associated with several Chinese-based
technology companies, including Huawei, ZTE
Corp, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company
and Dahua Technology Company.

Mitigating Supply Chain Risks

• In March 2018, the DHS and the FBI issued
a joint Technical Alert (TA) regarding Russia
targeting critical infrastructure. The TA described
Russian attacks on energy, nuclear, aviation,
and manufacturing sectors, that including
compromising industrial control systems (ICS).

Awareness of supply chain management risk has
been heightened in recent years, partially due to
the FERC. In 2016, the FERC directed NERC
to develop new reliability standards that address
supply chain risk management for industrial control
system hardware, software, and computing and
networking services. Beginning July 1, 2020, the
Family of Companies will be required to comply
with these new regulations. By meeting compliance, the Family of Companies will also be
addressing numerous supply chain risks.

How can the Family of Companies mitigate supply
chain risks, including these critical cyber security
risks? We are enhancing our procurement and
supply chain management programs to include:
• Formal assessments of cyber security supply
chain risk, by vendor or product category
• Evaluation of whether certain Family of Companies vendors need to carry cyber security
insurance
• Rigorous security analyses of new products and
services
• Contractual language that will require vendors
to meet new physical or cyber security standards
• Continuous monitoring and reassessment of
the threat landscape and associated process
improvements
Cyber security supply chain risks touch every
aspect of business, from raw materials to research
and development; sourcing; production and
manufacturing; quality control; transportation and
distribution; and vendor management. Supply chain
risk management affects the entire enterprise and
requires a coordinated effort to address it. #

SUPPLY
CHAIN
Risk Management
Poor Design
Vulnerabilities

Research & Development

Multiple Vendors
Watering Hole Attack

Manufacture

Tampering
Counterfeit

As with most things in 2020, that process changed. In June, SERC notified
GSOC that, as a result of the pandemic, the 2020 CIP audit activities would be
conducted virtually.
GSOC received the audit notification letter in mid-June, identifying the same
scopes for GTC and GSOC.
After submitting the documents for SERC’s initial data request — consisting of completed reliability standards audit worksheets, individual data request
responses and GSOC’s response to SERC’s Internal Control Program Request for
Information — GSOC and GTC responded to multiple rounds of additional data
requests and conducted interviews and demonstrations with SERC.
While the audit took place over several months in 2020, GSOC’s focus on compliance happens every day. This commitment from GSOC’s staff to ensure a secure
and reliable Bulk Electric System was the reason for GSOC’s positive outcome
during the 2020 SERC CIP audit.
GSOC’s Bulk Electric System audit was postponed in 2020 and will be conducted
during the fall of 2021. This SERC audit will also be performed concurrently with its
audit of GTC’s compliance with the BES reliability standards.

14

Georgia System Operations Corporation

Procurement

Distribution

Hijack

STEPPING UP TO STANDARDS
Following compliance standards, adhering to regulatory requirements and responding quickly when new regulations are announced are key to the resilience of our
system. GSOC continuously does our due diligence for meeting compliance standards.
Protecting our supply chain, for example, is critical. NERC created CIP-013-1,
the Supply Chain Risk Management Standard, to address supply chain security risks
and to mitigate cybersecurity risks to the reliable operations of the BES. With the
new standard effective on Oct. 1, 2020, GSOC staff worked diligently to comply with
and address the security risks relating to the BES. By the first of October, the team
added the following improvements to our security plans:
• New procedures for assessing supply chain security risks, including periodic
review and reassessments.
• Updated general service agreements, task releases, and purchase order terms
and conditions.
• New controls to monitor vendor remote access.
The supply chain standard only impacts high- and medium-impact BES cyber
systems; GSOC has only medium-impact systems, for which risk assessments are
in place.

BOARD OF
DIRECTORS

From left: Anthony Norton, Chairman;
Neal Shepard, Vice Chairman;
Harry Park, Secretary-Treasurer

From left: Jerry Boatwright; Donnie Cordell; James Goodrich;
Michael Goodroe; Chip Jakins

From left: Simmie King; Wayne Livingston; Mike McDonald;
Lewis Sheffield; Neal Trice

EXECUTIVE TEAM

From left: Greg Ford, President & CEO; John Sweeney, Executive Vice President, Chief Business & Finance Officer; Raleigh Nobles, Senior Vice President,
System Operations; Tina James, Vice President, Shared Services Administration; Keith Porterfield, Vice President, Chief Legal & Compliance Officer;
Alan Sioberg, Vice President, Chief Information Officer; David Revill, Vice President, Power Technology; Paul Turner, Vice President, Power Delivery

Georgia System Operations Corporation
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MEMBER SYSTEMS
			
Member System

Manager

1.
2.
3.
4.
5.
6.

Altamaha EMC
Amicalola EMC
Canoochee EMC
Carroll EMC
Central Georgia EMC
Coastal EMC

Robert E. Youmans
John H. Bennett Jr.
Lavanda Lynn
Alvin W. Ginn
D.A. Robinson III
John B. Kearns

Romanous Dotson
Todd Payne
Lou Ann Phillips
Timothy C. Martin
George L. Weaver
Christopher W. Fettes

7.
8.
9.
10.
11.
12.

Cobb EMC
Colquitt EMC
Coweta-Fayette EMC
Diverse Power
Excelsior EMC
Flint EMC

David Tennant
William Huey Hiers
Mildred A. Winkles
Harrell L. Landreth
Vacant
Clarence J. Robinson Jr.

Kevan Espy
Danny Nichols
Christopher L. Stephens
Wayne Livingston
Greg Proctor
Jeremy Nelms

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

Grady EMC
GreyStone Power
Habersham EMC
Hart EMC
Irwin EMC
Jackson EMC
Jefferson Energy Cooperative
Little Ocmulgee EMC
Middle Georgia EMC
Mitchell EMC
Ocmulgee EMC
Oconee EMC
Okefenoke REMC
Planters EMC
Rayle EMC
Satilla REMC
Sawnee EMC
Slash Pine EMC
Snapping Shoals EMC
Southern Rivers Energy
Sumter EMC
Three Notch EMC
Tri-County EMC
Upson EMC
Walton EMC
Washington EMC

Eric Cohen
Neal Dettmering
Dan Thurmond
Guerry Hall
Sandy McClurd
Shade Storey
Joe Shurley
Jim Knight
Ronnie Fleeman
W. Lucius Adkins Jr.
Barry H. Martin
Charles B. Grace
Jimmy Woodard
Horace H. Weathersby III
Jackie Copelan
Robert L. Lewis Jr.
Roger T. Coker
Louis Cassotta
Gene Morris
John W. Dumas
Cecil O. Myers
Steve Holt
Thomas Noles
Raphael A. Brumbeloe
Daniel J. Chelko
Mike McDonald

John W. Long
Gary A. Miller
Bryan Ferguson
Jeffrey W. Murphy
Randy Crenshaw
Ernest A. Jakins III
Chris Dillard
Lewis Sheffield
Randy Crenshaw
Tony F. Tucker
W.H. Peacock
Terri Howard
John Middleton
Edward M. Brinson Jr.
Tony Griffin
Romeo A. Reyes
Michael A. Goodroe
J. Timothy Register
Shaun Mock
Michael J. McMillan
Rene Smith
Carlton O. Thomas
Ray Grinberg
Neal Trice
D. Ronnie Lee
Wendy H. Sellers

			 d/b/a Coastal Electric Cooperative

			 d/b/a Flint Energies

16

Member System
Representative

Georgia System Operations Corporation

2100 East Exchange Place
Tucker, Georgia 30084
gasoc.com

In accordance with Federal law and U.S. Department of Agriculture policy, this institution is prohibited from discriminating on the basis of race, color, national origin,
sex, religion, age or disability. (Not all prohibited bases apply to all programs.) To file a complaint of discrimination, write USDA, Director, Office of Civil Rights, Room
326-W, Whitten Building, 1400 Independence Avenue, SW, Washington, DC 20250-9410, or call 202-720-5964 (voice or TDD). USDA is an equal opportunity provider and
employer.

